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Anticounterfeiting tags affixed to products offer a practical solution to combat
counterfeiting. To be effective, these tags must be economical, capable of
ultrafast production, mass-producible, easy to authenticate, and automatable.
We present a universal laser ablation technique that rapidly generates intrinsic,
randomly distributed craters (in under a second) on laser-sensitive materials
using a nanosecond pulsed infrared laser. The laser and scanning line para-
meters are balanced to produce randomly distributed craters. The tag patterns
demonstrate high randomness, which is analyzed using pattern recognition
algorithms and root mean square error deviation. The optical image infor-
mation of the tag is digitized with a fixed bit uniformity of 0.5 without
employing any debiasing algorithm. The efficacy of tags for anticounterfeiting
is presented by securing the challenge associated with each tag. Statistical
NIST tests are successfully performed on responses generated from both
single and multiple tags, demonstrating the true randomness of the sequence
of binary digits. The single(multiple) tag(s) achieved an actual encoding
capacity of approximately 10 (10°®®) and a low false rate (both positive and
negative) on the order of 108 (107*°). Our findings introduce a laser-based
method for anticounterfeiting tag generation, allowing for ultrafast and
straightforward product processing with minimal fabrication and tag cost.

M Check for updates

Counterfeiting is a serious challenge for any nation in terms of eco-
nomic losses arising from counterfeit products, public health pro-
blems due to fake prescription medicines, and national security issues
caused by inferior components in military appliances'. Consequently,
developing anticounterfeiting strategies has become a major concern.
One such strategy is to attach anticounterfeiting tags to products. High
encoding capacity anticounterfeiting tags, such as spectral and

graphically encoded tags, are widely used. Unfortunately, these are
prone to cloning attacks by counterfeiters owing to their deterministic
and predictable encoding mechanisms. They are thus restricted to use
as “identifiers” to carry product information, rather than as “security
tags” for verification. Nondeterministic encoding mechanisms with
strong authentication are therefore essential for guaranteeing non-
replicable code outputs.
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Form the past few decades, physical and chemical methods
using 1D*", 2D"V, and 3D** based materials/structures have
gained significant interest to fabricate physically unclonable tags
for anticounterfeiting purposes. Among these, chemical methods
for the fabrication of tags are of primary interest due to their facile,
low-cost, stochastic fabrication, intrinsic complex formation of
entities involved during the fabrication process, and high encoding
capacity. Generally, the intrinsic/extrinsic characteristic random
pattern of a physical entity is represented by an image. Therefore,
image-capturing tools are of significant interest, as they can be used
to read patterns for identification/verification. Similarly, lumines-
cent (phosphorescent or fluorescent) materials, quantum dots, and
lanthanide complexes that are readable upon exposure to a certain
wavelength of light, using fluorescence or confocal microscopy,
have been widely exploited. These offer easy detection of
counterfeits? . Other varieties of tags with high data capacity have
been identified using mass-spectrometric and chemical or ele-
mental analyses. Nevertheless, the reported tags present several
individual challenges, including reliance on non-rapid fabrication
strategies, complex fabrication processes, high costs of fabrication
and tags, environmental stability concerns, human intervention
requirements, limitations in mass production with scalability issues,
and the need for algorithms to ensure a bit-uniformity of 0.5.
Therefore, there is considerable room for the development of tags
that can address all these issues simultaneously.

Besides, lasers, especially pulsed lasers, are strong candidates for
tagging, as they fulfill the above-mentioned demands. They can gen-
erate randomly distributed marks on laser-sensitive materials. Lasers
are designed to produce regular beam pulses, with moderate scanning
speeds and high repetition frequencies, to interact with matter for
various purposes. They can be adapted to produce unusual and ran-
dom ablation patterns by tuning their laser parameters and adjusting
scanning line patterns. To date, lasers have been applied to treat the
surfaces of materials for sintering or nanowelding”*”, crystallization®,
patterning®®*°, annealing™, synthesis**>*, texturing®, transfer, and lift-
off***. The pulsed laser beam, scanning lines with high overlapping
factors, generally has an effective energy density per unit time over an
effective irradiated area. Less attention is given to laser pulses sepa-
rated by a distance, as this has few applications. Lasers have also been
used in speckle pattern recognition for authentication and
identification®’.

Here, we present a report on the utilization of laser ablation to
generate random crater patterns on Si or Si/SiO, substrates, as well
as on various products that exhibit sensitivity to a pulsed infrared
(IR) laser with a wavelength of 1064 nm. Laser ablation referred to as
photoablation, is the process of irradiating solid surfaces using an
intense laser beam of continuous waves or pulses to remove the
surface material in the irradiated zone. This generates physical
marks on the surface. The time delay between successive line scans,
determined by the tradeoff of laser and scanning line parameters,
results in a randomly distributed craters pattern. To enable the
random distribution and high data capacity of the ablated patterns,
rotation and scanning line parameters were introduced. Random
crater patterns were generated on a Si/SiO, surface as security tags
for identification and verification purposes. Images of the tag’s
random patterns on Si/SiO, substrates were processed and vali-
dated through mathematical models. Merits of the presented work
are 1) rapid fabrication of tags within a few seconds (see Supple-
mentary Table S1), 2) 4-inch wafer-scale production of silicon-based
tags 3) the material and fabrication costs are effectively zero,
excluding the costs associated with the substrate and fabricating
tool, 4) a bit uniformity of fixed 0.5 with randomness (Without
employing any debiasing algorithm). With these merits, we believe
the presented technique enables new opportunities in the field of
tagging and counterfeit detection.

Results

Randomly distributed laser-ablated patterns

Straightforward manufacturing procedures are essential for the pro-
duction of low-cost tags for anticounterfeiting purposes. Automation
of the fabrication procedure is crucial for mass production and redu-
ces manpower requirements. Tags fabrication must be rapid to ensure
no delays in production (see Supplementary Table S1)**°*, The
presented laser technique satisfies all these requirements. Laser-
sensitive surfaces were irradiated to generate random crater patterns
by laser ablation and their use as tags for anticounterfeiting purposes
and emphasis on utility as a PUF was demonstrated. The concept of the
random laser ablation technique is presented in Fig. 1a, b. Laser abla-
tion was performed by a pulsed laser beam with a high scan speed of
2000 mm/s and a low repetition rate of 20 kHz. The scanning lines
were rotated through up to 360° in equal steps of rotation angle (RA).
The transition from a regular and predictable pattern of craters to an
irregular and unpredictable pattern of craters is shown in Fig. 1a, b. The
same set of scanning lines, but with a speed of 1000 mmy/s, produced a
visible predictable craters pattern that could be reproduced using the
same laser ablation technique. A 4-inch wafer with random crater
patterns engraved on it is shown in Fig. 1c, and its corresponding inset
microscopic images are shown in Fig. 1d, e.

The random laser ablation approach was accomplished using a
nanosecond IR laser by optimizing the laser and scanning line para-
meters. Unlike a continuous-wave laser, where the laser beam irradiates
the solid surface and produces a continuous impression with material
removed from its surface, pulsed lasers can produce both continuous
and pulsed impressions. This depends on the input laser and scanning
line parameters, such as laser scanning speed, repetition rate, pulse
duration, and hatch distance (H;D). The main purpose of using pulsed
lasers is to avoid overheating during the irradiation process. This pro-
vides a thermal relaxation time between the pulses so that a sufficiently
high temperature can be attained at a given point without affecting the
surrounding material. Pulsed lasers are being used in an ever-increasing
range of applications, but most research is dedicated to laser ablation
techniques. Laser ablation removes portions of a target material when
the incident laser photons are absorbed, their energy depending on the
laser wavelength and refractive index of the material. This generates free
electrons which collide with the atoms of the bulk material, and a
transfer of energy occurs. Depending on the thermal conductivity of the
material, this heats the surface material above its boiling point, causing
vaporization*®*. For high-energy laser pulses, the ejected vapor inter-
acts with the incoming beam to form a plasma plume. Due to the pres-
sure difference with the ambient atmosphere, this leads to a rapid
expansion of the melt pool, which gets cooled and redeposited at the
edge of the impression (crater) as debris*®, The distribution of craters
patterns, and the size of the impressions on the surface of a material
caused by laser ablation, can be tuned by laser parameters such as
power, repetition rate, speed, and pulse duration, in addition to scan-
ning line parameters including H,D and RA. Here, using such pulsed laser
tuning and choice of parameters, we apply the laser ablation technique
to produce an intrinsic tag for anticounterfeiting.

Laser ablation was executed on a Si/SiO, substrate with a set of
scanning lines rotated through 360° in equal-angle steps, for a defined
HD and working area (Fig. 2a, b). The average laser power (P,g) required
to ablate the surface was first optimized. P,z depends on the peak
power, repetition rate, and pulse width, such that if any one of these
increases, the average power increases. Sample random craters patterns
obtained for different powers (40%, 50%, 60%, 70%, and 80%) are pre-
sented in Supplementary Fig. Sla. A 100% power is associated with a
maximum power of 20 W. With a peak power of 10 W, repetition fre-
quency 20 kHz, and pulse width of 20 ns, P, is 40 mW, corresponding
to a laser fluence of 0.25 J/cm?. The higher the average power, the larger
the ablated radius. To enable high data capacity within a defined area,
many craters are required. Therefore, ablated patterns with smaller radii
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Fig. 1| Laser-ablated random crater patterns on Si/SiO, 4-inch wafer substrate.
Crater patterns produced at speeds (a) 1000 mm/s and (b) 2000 mm/s with HD
0.3 mm and RA 13°. Laser parameters: power 40 mW, pulse width 20 ns, and
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repetition rate 20 kHz. a Patterns are regular and predictable; b patterns are irre-
gular and unpredictable. c-e Tags of 1 mm? size fabricated on a 4-inch wafer
separated by a 200 um distance, and with optical micrographs alongside it.

were considered to correspond to a P, of 40 mW, which is just above
the threshold laser fluence of 0.2J/cm” The random craters patterns
obtained for different frequencies (5 kHz, 10 kHz, 15kHz, 20 kHz, and
25 kHz) are presented in Supplementary Fig. S1b. With an increase in the
repetition frequency, the density of the randomly ablated patterns
increases. To obtain a distinguishable group of ablated patterns that
enable easy image processing, crater patterns corresponding to a fre-
quency of 20 kHz were selected. H,D and RA parameters are tuned as per
the laser-ablated pattern size. A smaller pattern size requires a smaller
H.D and RA for a high density of patterns in a unit area.

Laser ablation was first performed along with a set of scanning
lines corresponding to 0° angle (Fig. 2a), followed by ablation along
with the same set of scanning lines rotated through 13°. This was
repeated until the completion of the 360° RA. The dotted box in Fig. 2b
represents the working area. Because the laser beam is not continuous
but is rather a series of continuous pulses with a well-defined gap
between them, the scanning lines (Fig. 2b) correspond to a series of
pulses, as shown in Fig. 2c. The pulse-to-pulse distance can be varied by
changing the ratio of laser scanning speed v to repetition frequency f.
The higher the speed and the lower the repetition frequency, the larger
the distance between laser pulses, referred to as the bite size in
micrometers (Fig. 2d). This distance can be determined using Eq. (1).
The related overlapping factor can be calculated using Eq. (2).

Bite size dumb = vdmm=sb=f skHzp glp

%Overlap=61  v=6f DP100% §2b

where D is the circular pattern diameter. The optimized pulsed laser
parameters were power 50%, repetition frequency 20 kHz, speed 2000
mmy/s, and pulse width 20 ns. With these values, the distance between
two successive ablated patterns was 100 um. Using Eq. (2), the over-
lapping factor was -2.57%, indicating non-overlapping. A clear and
significant separation of laser-ablated patterns is a crucial requirement
for obtaining high randomness. This will be discussed later in this
section.

The random generation of ablated craters patterns is mainly
attributed to the “error” caused during the transition of laser pulses from
one scanning line to another. To visually inspect the randomness, a
separate case of scanning lines rotated 360° in steps of 90° was con-
sidered, as shown in Supplementary Fig. S2a-e. As the scanning lines are
identical (overlap) for 0° and 180°, and 90° and 270° RAs, the ablated
patterns (array of dots) corresponding to 0° and 180° RAs could have
overlapped exactly (likewise for the 90° and 270° RAs). However, in all
the samples fabricated at different times, the patterns have different
overlapping distances (Supplementary Fig. S2c-e). A similar situation
was observed in samples with scanning rotated in 45° steps (Supple-
mentary Fig. S3a-e). This demonstrates explicitly that the variations
observed in all the samples are mainly attributable to the error occurring
during the transition from one scanning line to another. A slight error
between successive laser pulse patterns was also observed, which would
introduce additional randomness in the process.

Next, the density of the scanning lines varied with the H,D for a fixed
laser scanning speed of 2000 mmy/s. This was repeated at a laser scan-
ning speed of 1000 mmy/s, as shown in Supplementary Fig. S4. The
scanning line density decreased by increasing the step size of the RA, in
turn, 13°, 33°, 53°, 73°, and 93° for a complete 360° RA (Fig. 2e). This set
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Fig. 6 | Tags for various purposes. a, b identification, authentication,
ccryptography, and d PUF. a Direct intrinsic creation of tags on real-world products
for identification application. b Overall schematic illustrating how products with
anticounterfeiting tags and their associated private challenge keys are distributed
to the users and how the authentication of products is executed by comparing the
responses generated during the verification process with the responses stored in
the database. ¢ Key generation preparation for encryption and decryption in
blockchain cryptography system: Crypto keys (1 and 2) generation by combining

256 challenges with the tags (1 and 2) separately; The generated sequence keys are
successfully used to encrypt the image data without any sign of original input.
Using the same keys decryption is possible while the randomly selected keys fail to
decrypt the data to its original data. d The schematic illustrates the idea of using
tags as PUF: The setup shows the PL imaging process, and then the obtained PL
image (scale bar 250 um) can be processed by various image processing tools,
followed by binarization for efficient storage in the database.

The strategy towards the crypto key generation is shown in
Fig. 6¢c. Random responses extracted by loading various challenges
(private keys) onto the tags have yielded promising results, indicating
that bit sequences can be a powerful method for encrypting and
decrypting data. To encrypt and decrypt a 256 x 256 color image, a
random 256 x 256 x 8-bit sequence key is generated by overlapping
256 challenges individually with two tags separately (as shown in
Fig 6ci). While the DoF of the bit sequence key extracted by an indi-
vidual tag is 1301, the DoF is increased to 1722 by utilizing multiple tags.
Therefore, encryption and decryption processes are attempted by
applying a more random bit sequence key using two tags. Since the
generated crypto keys are of a specific size that can only cover a single
channel of color image data, the pristine crypto keys are applied
directly to the red channel, while 90° and 180° rotated keys are used
for the green and blue channels (Supplementary Fig. S14). This process
can result in the construction of a key capable of encrypting and
decrypting color image data.

To encryption of color image data, which has a size of
256 x 256 x 3, with the generated crypto keys 1 and 2 using bit
exclusive OR operation, is successfully executed (Fig. 6cii), and the
encrypted data has been transformed to such a degree that recog-
nizing the signs of pristine image characteristics is difficult. To
restore the encrypted data, four key conditions are tested. In the
first test, random keys 1 and 2 generated using a programming tool
are used for the decryption process but fail to decrypt the original
data. In the second and third tests, even though the decryption
procedures are conducted using individual keys separately for
complete decryption, both attempts failed. In the last test, the keys
used for encryption are applied, and the encrypted data can be
successfully restored to the original data. It has been verified that
the bit sequences obtained from tags 1 and 2 can be successfully
applied for data encryption and decryption.

Furthermore, stability assessments of the tags under harsh con-
ditions (60 °C, and underwater environments) were conducted for 40
repetitions. The results revealed that their intra-HD values remained
close to an ideal value of O, with approximately 0.036 and 0.021 for the
responses from single and multiple tags, respectively (Supplementary
Fig. S15).

Coming to the clonability of these tags, the duplication of tags
may be possible to some extent by physical replication of 3D pat-
terns using molding techniques, therefore, encapsulation of tags by
PDMS elastomer has been utilized. Note that the efficient removal of
silicon-based elastomers from the silicon-based tags is extremely
difficult due to the presence of similar chemical composition con-
stituents. Moreover, the Si used in this study is crystalline, and the
crater pattern created on it can be extremely difficult to replicate on
another crystalline Si sample. However, the possibility of creating
physical patterns may still exist through sophisticated techniques.
Therefore, it is essential to utilize the intrinsic characteristics of
silicon such as photoluminescence (PL). By utilizing the Si PL, the
clonability of PL imaging which means the clonability of the tag can
be made extremely difficult. This means, that even if the physical
device has been reproduced by sophisticated technique the intrin-
sic PL features remain unpredictable from the original optical
images. PL imaging is a promising characterization tool as it

provides fast, contactless, and spatial-resolved imaging. Especially
for Si, it has been widely used in the photovoltaic industry for the
inspection of defects. The intensity of PL corresponding to physi-
cally similar-looking craters can vary at different locations due to
variations in defect levels. These defect levels are associated with
whether a single crater spot is ablated once or multiple times. The
details of PL mapping are provided in the experimental section. The
potential use of tags as PUF is schematically and pictorially illu-
strated in Fig. 6d. The PL image obtained by a BTI imaging tool is
evident which shows different PL intensities at different locations.
The PL image can be simplified using various image processing tools
to convert it into its binarized form, which can then be stored in the
database for authentication purposes. Thus, these tags hold pro-
mise for applications in anticounterfeiting, crypto key generation,
and PUF technologies.

Discussion

The successful demonstration of pulsed laser-ablated random crater
patterns on a 4-inch Si/SiO, wafer presents a potential step forward in
the development of rapid processing of tags. By optimizing laser
parameters, such as scanning line density, repetition rate, and speed, it
was possible to transform predictable regular patterns into unpre-
dictable irregular patterns. The process of digitalizing the tags crater
pattern has an enabling feature with a bit uniformity of fixed 0.5. The
uniqueness and reproducibility, evaluated through inter- and intra-HD
for both the single tag and multiple tags cases, demonstrated
impressive results. In the case of a single tag, the false positive and
negative rates are on the order of approximately 107, While in the
case of multiple tags, the false positive and negative rates were
approximately 107, With the enabling challenge-response pair, digi-
talization, possibility of unclonability, and encryption and decryption
factors, these tags have the potential to be used for identification,
anticounterfeiting, and cryptography. The laser ablation technique
offers numerous benefits, including rapid fabrication, facile proces-
sing, intrinsic tagging, user-friendly automation, and economy, and
can be readily accessed by small- to large-scale product-based com-
panies. This proposed technique can enable the development of a new
variety of smart PUF tags.

Methods

Laser-irradiated random crater patterns

Initially, a Si/SiO, substrate was used to validate the random crater
patterns created using a nanosecond pulsed infrared laser
(A=1064 nm, INYA-20, In Lasers, Inc.) with a wavelength of 1064 nm.
The laser parameters used to create random speckle patterns on Si/
SiO, substrates were laser power 50%, frequency 20 kHz, speed 2000
mm/s, and pulse width 20 ns. Note, that a thin layer of PDMS was
coated on Si/SiO, substrate to avoid duplication by molding.

Imaging

The crater patterns were photographed as color images with a size of
4800 x 3600 pixels by utilizing the cellSens (imaging software,
Olympus) program connected with a charge-coupled device camera
(DP73, Olympus), 4x magnification objective lens (UPlanFL N, Olym-
pus), and optical microscope (IX71, Olympus).
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Extraction of outline circles and analysis

MATLAB software has proceeded using a laptop with Intel(R) Cor-
e(TM) i3-1005G1 CPU @ 1.2 GHz and 8GB RAM for analysis. All cap-
tured images were converted into single-bit images through the
‘rgb2gray’ and ‘graythresh’ functions. To automatically divide the
entire pattern into the desired area, after checking the pixel resolution
(0.73 um per pixel) of the image, the area is divided into segments
according to the resolution. By applying the ‘imfindcricles’ functions
with 0.9 applied ‘sensitivity’ option to the transformed image, the
center points and size of outline circles were obtained. In this step, the
diameter of the outline circles was limited from 19 to 36.5 um through
the ‘imfindcircle’ option. To elicit the orientation of the detected
object, the ‘orientation’ option of the ‘regionprops’ function was
applied. Also, to extract the trend line angle data, ‘hough’ with a
2-degree interval applied the ‘theta’ option and ‘houghpeaks’ functions
with 30% of the maximum value of the hough transform matrix applied
the ‘threshold’ option was used. To check the number of outline circles
according to the area, the center point of each outline circle was
replaced with ‘1’ for mapping, and then all the numbers of the corre-
sponding region matrix were added through the ‘sum’ function. For
the ratio of objects to total outline circles analysis, we simply adopted
the function ‘bwlabel’ and the pattern map was transformed into a
labeled matrix, and the number of objects could be checked by finding
the maximum value in the matrix. To obtain the RMSE value of dis-
tributions, immse’ and ‘sqrt’ functions were applied with analyzed data
and uniform distribution.

Challenge-response pair generation

All crater pattern images were cropped to 1x 1 mm? size and converted
into single-bit images through ‘rgb2gray’ and ‘graythresh’ functions.
The challenge signal consisted of a 64-bit sequence, and, to multiply
the image and challenge signal, the single-bit size of the signal was set
to 0.1x 0.1 mm? thus, 0.8 x 0.8 mm? area in the center of the image
obtained and analyzed. Also, the images were compressed from 0.73
to 1.56 um per pixel to shorten calculation time by the ‘imresize’
function. To extract distributions of trend line direction angles, the
‘hough’ function with a 2-degree interval applied the ‘theta’ option.
After running the function, in total hundreds of trend lines were
extracted from each area, and the distribution was constructed by
dividing into 8 bins (elements) of 22.5 degrees from —90 to 90 degrees.
To count the number of trend lines assigned to each element of dis-
tribution, the ‘histc’ function was exploited. After assigning integers to
elements in order, the ‘sort’ function was applied for the ascending
order sorting process. Then, the ‘de2bi’ function was used for con-
verting decimal integers to binary bits, and, finally, by combining all
bitwise elements into a group, a bit sequence response could be
obtained.

False positive and negative rate calculation

The mean and standard deviation values of the two distributions on a
histogram obtained by inter and intra-analysis were extracted. The
rough distribution graphs were transformed to smoothly fitted dis-
tribution graphs by applying the extracted two values into the Gaus-
sian distribution formula. The two improved distributions have a
contact point between 0 and 1, and the positive and negative false rate
was calculated based on the point of intersection. Especially, in the
case of the image cross-correlation process, the worst value was set as
the false rate between the obtained false positive and negative rates.

Data encryption and decryption process

To generate a bit sequence key, 256 challenges were applied to a single
tag image, and a 256 x 256 x 8 size key could be obtained. The binary
sequence keys were converted into 8-bit unsigned integers by the
‘bin2dec’ function because color images consisted of 8-bit unsigned
integers, thus, the keys transformed from 256 x256x8 bits to

256 x 256 pixels. Also, for generating 8-bit unsigned integer random
keys to tamper encoded data, the ‘randi’ function is utilized. Finally,
the ‘bitxor’ function was simply exploited to encrypt and decrypt ori-
ginal color image data.

Large area photoluminescence

BT Imaging R3 equipment was used to characterize the photo-
luminescence of the tag. Light source flux (photon flux) of
2.5 x10%cm™s™ with an exposure time of 10 s for over a size of 4-inch
wafer was used for imaging.

Data availability
All raw data generated during the current study are available from the
corresponding author upon request.
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